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{3) concerning the commmicstion imtelligence activities
of tgn United States gr any foreign govermment hereimfier

Yaferred to as 3
{4) obtained by the processes of commmication imtelligence
Srom the commnications of any foreign goverrn t, knowing the

shms 10 have been o d by such processes /hereinafter re-
ferred to us W“

Thep follow several dafinitions, including:

"¥ue term 'classified informmtion' means inforamtion which,
&% the tine of o violation of thia sectlon is, for remsons
of oatiomsl security, specifically designated by & United
States Govermment Agency for limited or restricted dlssemi-
oadion or distribution;

The terms 'code', 'cipher', and ‘eryptographic system' in-
cliude in their mesnings, 1o sddition to their ummsl meanings,
Sny method of secrel writing and sny mechaulcsl or elsctrical
device or method used for the purpcse of disguising or con-~
W the contents, significance, or meanings of coemuni-

The term 'copmind cation intelligence' mpans sll procedures
sod mathods uged in the intercepticn of commmications end
the obtaining of informmtion from such commmicetions by
aﬂmﬁanmm recipients;
e term 'unautdorized peraon’ Weans any person who, or sgency
whizh, kmﬁmﬁ 4 40 receive informmtion of the cete-
sat forth in sub-section l:; of thie section, by the
g ident, or by the head of a depertwent or agency of the
Untved Blates Covermment which is expressly designeted by
the Presidant to engege in commmication intelligerce
aetivities for the United States.”

3 a 2RSIERER G
- uéug Bection 798 affords grester protection, in its field, to the

©8, ¥ith respect to the passing of information to umeuthorized
nugcem,mm_mmmmm{mmimmana?marmm
18) in that the intent of the accussd is not significant. Under Sections
m"ﬂ?ﬁmmmmmemmmm,wmmwm-

Lieve that the informetion is £o be used to injure the United Btates or
%o the advantage of & foreign power, is required, Under Section 798 the
MWMWI&WWMWmamWHMMW~
tion to an umeuthorized person.

{o} Section 798 also differs from Sections 793 and 7Ok in the defi-
nition of the information the passage of vhich involves an offense;

Approved For Release 2002/05/08 : CIA-RDP59-00882R000100210032-0




CEE———
Approved For Release 2002/05/08 : CIA-RDP59-00882R000100210032-0

the latter tec coneern mwwmm and
*inforgmtion relating to the meticmsl defemse , s contrested with infor-
mmtion which n,rumwmummmmwmw
wawmsummmwmmm« diseeminn-
m@mmsm ’%WWWWI:@&& Court
v y &ms.s. m,ézs.m. » %0 in~

ﬂum mmﬁﬁzmmnmmmw
m {515.@&.&%). Thus, in prosecutions under those sectioms it is
memﬂammm,awm
vhich could be esbmrvessing, 1f ayplied to infosmetion claseified "for
reasons of metionsl security”, singe in such cases the prosecution would
have to sulmit the very infmometion (and presumbly mach more) the dlosemi-
mmwmmmmmmwuwammm*m
ressons of mtiomml security”.

mwuummmm,uumxmmwmm
T 1t would oot be mecosanyy tc suimit to the Kuy, or to prove, the
qustion of vhether the desigmtion "for rensces of saticmsl security” wes
amamwmmmmmmmmmw
which made i1t 414 50 for ressons whiich the agoney regarded as “ressous of
mtiownl security” should be all that is requived. he Infgwation which
uwmmmmﬁumwummm
wamm-m "roaspecting the mtiomsl defenge”™ or
“ralsting t¢ the maticonl defense”. Informmtion vhich is the baels of an
indicvtoent wy mwm&lﬁ%mmm;mﬁm
(mmm)mwmmmm The phrese by which Beetiom 798
refers to the inforsmtion which is signifiosst thersunder covers inforws~
tion with reapect to which & particular action hes been tuken, i.e., infor-
mtion wvhich a governmmmst agency bas specifically desigouted a certain way
for & certaln ressm. The only gquestios requiring o opinion YW the hoy
1e whether such action cccurrad, not whetber It shenld beave occwrred. Any

s&mmmmammuummmmcm
systoms ly ostablishing offenses and punishmouts for the viclation thereof,
an interpretation whiich would defent auch tntent should be avoided.

In any event, Lif the alowe ammlysis is lovorrect, that is, if the juvy
would be sllowad to hige whether the Agmmcy correctly desigmted inforem-
tion “for reasosn of mational security” theve agppesrs %o be mothing to e
done ahout it excopt to decides, vhenever & cnas is remdy to go ¢t trial,
vhether we are prepored to make awvellable zecorde and Information to be
imtrodoced as ovidence. 3t in ordar to tale adwastoge of the statute in
the ovont the above smlysis is correct, 1t s bolieved wo would o well
advisad to dssignate docxmeets in the langmge of the statute. For this pur-
pose, & stamp rending as follows, could bo used:

“For reasons of emiiooml security, this document is specificelly
desigoated by the Central Intelligance Agency fuor limited or
restricted disseumination or distribution.”
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' Altaryatively, the same result perhaps could be achisved by a regu-
. iation vhich all COMINT (or CRYPTO) cleared pecple would resd; they would
also certify to the same, The regulation, in addition to meking reference
to Bection 798, would provide thet all COMINT {or CRYPTO) documents will
bany & wamed cofe word, or ome of 2 series of code words that the dipsemi-
mtion or distritution of sny document bearing any of the code words is
limited mand restricted hy the Central Intelligence Agency for ressons of
pational security.

The definitions of the terms "code", "cipher" snd "cryptog e
apstems” {sec purugraph 2 sbove) include "sny method of secret writing  25X1
a=d sny meschanical or slesctrical device or method used for the pupose of -
dlsguising or ﬁmming the contents, significance or mesnings of

| SCH Lone ¥ r dbroad encugh to includs not only cur
25X1 “might be well to utilize s regulation along the Lines of that mentioned in

| : . ahove.

| pragmash 3(b)

A problem alsc arises with respect to the definition of "unauthorized
person”, mmaly a person or agency not authorized by the President or by

the hesd of an agency desigrated by the President to engags in comsmmication
intelligence activities to recelve CRYPTO or OOMINT Informmtion. By directive,
a mieber of sgencies have been dssigmted as the only agencies authorized to
engage in COMIN activities. Other agencies of the Govermment, however (for
exmmple, thoss represented on the UBCHB), utilisze telecommunichtions. To
the axtent, if any, that the activities of amy of these agencles require the
receipt of iunformmtion inmvolving CRYPTO or COMINT or CRYPIO or COM devices
it would appear necessary for the Preeident, or the head of one of the
agenoies vhich is suthorized to engage in COMINT activities, to authorize
that agency and its employees to receive such information.
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